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3.1 language vulnerability

A property (of a programming language) that can contribute to, or that is strongly correlated with, application vulnerabilities in programs written in that language.

Note: The term "property" can mean the presence or the absence of a specific feature, used singly or in combination. As an example of the absence of a feature, encapsulation (control of where names may be referenced from) is generally considered beneficial since it narrows the interface between modules and can help prevent data corruption. The absence of encapsulation from a programming language can thus be regarded as a vulnerability. Note that a property together with its complement may both be considered language vulnerabilities. For example, automatic storage reclamation (garbage collection) is a vulnerability since it can interfere with time predictability and result in a safety hazard. On the other hand, the absence of automatic storage reclamation is also a vulnerability since programmers can mistakenly free storage prematurely, resulting in dangling references.
3.2 application vulnerability

A security vulnerability, safety hazard, or defect.

3.3 [security] vulnerability

weakness in an information system, system security procedures, internal controls, or implementation that could be exploited or triggered by a threat 

[ISO/IEC 27000, CD2]

3.4 safety hazard

{Should definition come from, IEEE 1012-2004 IEEE Standard for Software Verification and Validation, 3.1.11, IEEE Std 1228-1994 IEEE Standard for Software Safety Plans, 3.1.5, IEEE Std 1228-1994 IEEE Standard for Software Safety Plans, 3.1.8 or IEC 61508-4 and ISO/IEC Guide 51?}
{

Some additional context: From 27000, CD2

3.3.7 vulnerability

weakness in an information system, system security procedures, internal controls, or implementation that

could be exploited or triggered by a threat
3.3.12 information security event

an identified occurrence of a system, service or network state indicating a possible breach of information

security policy or failure of safeguards, or a previously unknown situation that may be security relevant

3.3.13 information security weakness

any perceived or suspected vulnerability or fault that may lead to an information security event or an

information security incident

3.3.14 information security incident

a single or a series of unwanted or unexpected information security events that have a significant probability

of compromising business operations and threatening information security

}
