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7.10 Improperly Verified Signature [XZR]

7.10.0 Status and history

 2008-07-12 – Changes from Editorial Meeting.

 2007-08-03, Edited by Benito

 2007-07-27, Edited by Larry Wagoner

 2007-07-20, Edited by Jim Moore

 2007-07-13, Edited by Larry Wagoner

 7.10.1 Description of application vulnerability

 The software does not verify, or improperly verifies, the cryptographic signature for data.  By not adequately performing the verification step, the data being received is untrusted and may be corrupted or made intentionally incorrect by an adversary.

 7.10.2 Cross reference

 CWE:

 347. Improperly Verified Signature

 7.10.3 Mechanism of failure

Data is signed using techniques that assure the integrity of the data.  This should ensure the integrity of the data, but there are two ways that the integrity can be intentionally compromised.  The exchange of the cryptologic keys may have been compromised so that an attacker could provide encrypted data that has been altered.  Alternatively, the cryptologic verification could be flawed so that the encryption of the data is flawed which again allows an attacker to alter the data.
 7.10.4 Avoiding the vulnerability or mitigating its effects

 Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

· Use data signatures to the extent possible to help ensure trust in data.

· Use built-in verifications for data.
7.10.5 Implications for standardization

Languages that do not have built-in means to verify data should consider binding to a suitable library function.
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