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Proposed response to NL-11

Add to the end of Section 1.5:

Sections 2, 3 and 4 provide Normative References, Terms and Definitions and symbols and definitions (including acronyms), respectively. 
Section 5, Vulnerability Issues, provides rationale for the document and explains how many of the vulnerabilities occur.

Section 6, <title>, provides language-independent descriptions of vulnerabilities in programming languages that can lead to application vulnerabilities. Each description provides:

· a summary of the vulnerability, 
· characteristics of languages where the vulnerability may be found, 
· typical mechanisms of failure, 
· techniques that programmers can use to avoid the vulnerability, and 
· ways that language designers can modify language specifications in the future to help the programmer mitigate the vulnerability. 

Section 7, <title>, provides descriptions of selected application vulnerabilities which have been found and exploited in a number of applications and which have well known mitigation techniques, and which result from design decisions made by coders in the absence of suitable language library routines or other mechanisms. For these vulnerabilities, each description provides:

· a summary of the vulnerability, 
· typical mechanisms of failure, and

· techniques that programmers can use to avoid the vulnerability.

Annexes B through D are templates and guidelines that were used in the identification, selection, and creation of the vulnerabilities that were generated in sections 6 and 7. They can be used to guide the generation of future language vulnerabilities and application vulnerabilities.

Annex E, <title>, is a categorization of the vulnerabilities of this report in the form of a hierarchical outline.

Annex F, <title>, is a template for the writing of programming language specific annexes that explain how the vulnerabilities from section 6 are realized in that programming language (or show how they are absent), and how they might be mitigated in language-specific terms. Future revisions of this Technical Report are planned to contain language-specific annexes that are developed using Annex F.

