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Strawman INTERNATIONAL STANDARD

ISO/IEC xxxxx

Information technology—Programming languages, their environments and system software interfaces— Core Enterprise Security Application Programming Interface (ESAPI)

1. Scope

This document uses a language and environment neutral description to define the application program interfaces (APIs) and supporting data structures necessary for enterprise security.  It is intended to be used by both applications developers and systems implementers.

The following areas are outside the scope of this specification:

•
Graphics interfaces

•
Object or binary code portability

•
System configuration and resource availability

2. Normative References

The following documents, in whole or in part, are normatively referenced in this document and are indispensable for its application. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 14750:1999, Information technology -- Open Distributed Processing -- Interface Definition Language

3. Terms and Definitions
For the purposes of this document, the following terms and definitions apply.

[TBD]

4. Conformance

An implementation of ESAPI conforms to this International Standard if it provides the interfaces specified in Clause 6.

Clause 5 is informative, providing an overview of the concepts of ESAPI.

5. Concepts

The Open Web Application Security Project (OWASP) is a not-for-profit worldwide organization focused on improving the security of application software.  Recognizing that many software security issues result from security controls that are missing or incorrectly implemented, OWASP started the Enterprise Security API (ESAPI) project.  ESAPI is a free, open source, core set of web application security control libraries that make it easier for programmers to write lower-risk applications.  The ESAPI libraries are designed to make it easier for programmers to either retrofit security into existing applications or to serve as a solid foundation for new development.

There are thirteen security API categories described below.  Within each category there are required and optional APIs.  Since languages differ significantly in their design, intended audience and use, it would be impossible to create a single useful set of APIs for all languages.  Very useful APIs within one language for a particular application or environment could be potentially useless in another language.  At the other extreme, the small set of APIs that are common to all languages would diminish the huge benefit ESAPI could provide.  It would, however, be beneficial to have at least some required set of APIs for all languages.  That set may be small, but it would consist of a core set of commonly needed security controls across all languages and environments.   Additional, but optional, APIs can be added by each language for commonly used applications or environments in which the language is commonly used.

Owing to language differences, the APIs may be implemented in a variety of forms such as functions or methods.  Some of the APIs listed below may need to be altered in a particular language to accommodate the constructs of that language.  As the optional lists are just a starting point to aid in defining and scoping the respective category, additional APIs may be added for a particular language.  Each API is designed to provide a capability that will improve the security and safety of software.

The thirteen categories of core security APIs that have been identified are:

1. Authentication
2. Access Control/Authorization
3. Input Validation
4. Concurrency

5. Encoding
6. Data Protection (e.g. encryption and its supporting components/uses)
7. Error Handling
8. Logging
9. Anti-automation

10. Transport security

11. Intrusion detection

12. Managed security configuration/policy
13. Attribute support
The category descriptions described below contain a brief description of the API category, an ISO/IEC reference and the required and optional APIs for the respective category.  The ISO/IEC reference refers to comparative guidance developed by ISO/IEC JTC 1/SC 22/WG 23 that spans multiple programming languages so that application developers would be better able to avoid the programming errors that lead to vulnerabilities in these languages and their attendant consequences.  Section 7 of the ISO/IEC technical guidance (available at: http://standards.iso.org/ittf/PubliclyAvailableStandards/c041542_ISO_IEC_TR_24772_2010.zip) is devoted to Application Vulnerabilities.  It provides descriptions of selected application vulnerabilities which have been found and exploited in a number of applications and which have well known mitigation techniques, and which result from design decisions made by coders in the absence of suitable language library routines or other mechanisms.  ESAPI can assist in preventing these issues from leading to vulnerabilities.  The ISO/IEC reference lists the particular application vulnerabilities in the ISO/IEC document on which the ESAPI APIs are focused.

Note: the APIs are expressed using camel case (e.g. isIntTrue instead of underscores is_int_true).  Particular language implementations may prefer to implement the APIs using underscores.  Either is acceptable as long as the implementation is consistent within the language implementation.

6. Structures and APIs
6.1 General

The APIs described below are intended to be language and platform independent.  A particular language implementation will need to specify, for instance, an appropriate convention for specifying options and determine how error reporting will be done.

The APIs are described with a syntax independent of any particular programming language, using the Interface Description Language (IDL) provided by ISO/IEC 14750:1999.

Note: the APIs are expressed using camel case (e.g. isIntTrue instead of underscores is_int_true).  Particular language implementations may prefer to implement the APIs using underscores.  Either is acceptable as long as the implementation is consistent within the language implementation.

6.2  Authentication
6.2.1 Description
Authentication is the process of verifying that an individual or an entity is who it claims to be. Authentication is commonly performed by submitting a user name or ID and one or more items of private information that only a given user should know.  A complete authentication package would provide login/logout capabilities, user authentication using hashed passwords, utility methods for password generation and change, and to ensure account name and password strength.

6.2.2 Cross Reference

Authentication Logic Error [XZO], Hard-coded Password [XYP]
6.2.3 Routines

6.2.3.1 Required
6.2.3.1.1 generateStrongPassword
a. Syntax

string generateStrongPassword ()

b. Description

Generates a password that meets generally accepted standards for length and complexity.
c. Returns

A string containing a strong password.
d. Errors

TBD
6.2.3.1.2 verifyPasswordStrength
a. Syntax

boolean verifyPasswordStrength (string password)
b. Description

Ensures that password meets generally accepted complexity requirements such as length or character set requirements.
c. Returns

Returns TRUE if the password is of acceptable strength, FALSE otherwise.
d. Errors

TBD
6.2.3.1.3 login
a. Syntax

boolean login (string user, string credentials)
b. Description

Authenticates the credentials (e.g. password) of user, creates a session if necessary, sets the user as the current user, and determines whether the user needs to change their password.
c. Returns

Returns TRUE if the user was successfully logged in, FALSE otherwise.
d. Errors

TBD

6.2.3.1.4 logout
a. Syntax

boolean logout(string user)

b. Description

Logs out the user. 

c. Returns

Returns TRUE if the user was successfully logged out, FALSE otherwise.
d. Errors

TBD
6.2.3.2 Optional

6.2.3.2.1 createUser
a. Syntax

boolean createUser (string accountName, string password1, string password2)

b. Description

Creates the new user accountName with the password password1.and duplicate password2.  The password password1 is duplicated in password2 to encourage users of createUser  to request duplicate entries of the new password.
c. Returns

Returns TRUE if the user was successfully created, FALSE otherwise.
d. Errors

TBD

6.2.3.2.2 removeUser
a. Syntax

boolean removeUser (string accountName)

b. Description

Removes the account referenced by accountName.
c. Returns

Returns TRUE if the account was successfully removed, FALSE otherwise.
d. Errors

TBD

6.2.3.2.3 changePassword
a. Syntax

boolean changePassword (string user, string currentPassword, string newPassword1, string newPassword2)

b. Description

Changes the currentPassword for the specified user to newPassword1.  The new password is duplicated in newPassword2 to encourage users of changePassword to request duplicate entries of the new password.
c. Returns

Returns TRUE if the user was successfully removed, FALSE otherwise.
d. Errors

TBD

6.2.3.2.4 hashPassword
a. Syntax

string hashPassword (string password, string accountName)
b. Description

Generates a string of the hashed password, using the accountName or some other unique value to this account as the salt.
c. Returns

Returns a string containing the hashed password.

d. Errors

TBD

6.2.3.2.5 verifyPassword
a. Syntax

boolean verifyPassword(string user, string passwordHash)

b. Description

Verifies that the supplied password passwordHash matches the password for user.

c. Returns

Returns TRUE if the supplied password matches the password for the user, FALSE otherwise.

d. Errors

TBD

6.2.3.2.6 verifyAccountNameStrength
a. Syntax

boolean verifyAccountNameStrength (string accountName)

b. Description

Ensures that the account referenced by accountName passes generally accepted  complexity requirements, like minimum length.

c. Returns

Returns TRUE if the account name passes generally accepted complexity requirements, FALSE otherwise.

d. Errors

TBD

6.2.3.2.7 exists
a. Syntax

boolean exists(string accountName)

b. Description

Determines if the account referenced by accountName exists.

c. Returns

Returns TRUE if the accountName exists, FALSE otherwise.

d. Errors

TBD

6.2.3.2.8 lockUser
a. Syntax

boolean lockUser(string accountName)

b. Description

Locks the account referenced by accountName.

c. Returns

Returns TRUE if the account was successfully locked, FALSE otherwise.

d. Errors

TBD

6.2.3.2.9 unlockUser

a. Syntax

boolean unlockUser(string accountName)

b. Description

Unlocks the account referenced by accountName.

c. Returns

Returns TRUE if the account was successfully unlocked, FALSE otherwise.
d. Errors

TBD
Note: Support for other forms of authentication (OAuth, U-Prove, certs, etc.) should be considered in the future.
Note: The purpose of each of these APIs and their parameters is generally described at: http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Authenticator.html
6.3  Access Control/Authorization
6.3.1 Description
Access control/authorization, is how an application grants access to content and functions to some users and not others. These checks are performed after authentication, and govern what ‘authorized’ users are allowed to do.  The terminology used will be of the hierarchical form subject, principal and user.  A subject is any entity that requests access to an object.  For instance, when someone logs into an application, they are the subject and the application is the object.  A principal is a subset of subject that is represented by an account, role or other unique identifier.   A user is a subset of principal and usually refers to a human operator.

6.2.4 Cross Reference

Missing or Inconsistent Access Control [XZN], Privilege Sandbox Issues [XYO], Adherence to Least Privilege [XYN]
6.2.5 Routines

6.2.5.1 Required
6.2.5.1.1 assertAuthorized

a. Syntax

boolean assertAuthorized (string subject, string object)

b. Description

Grants the subject referenced by subject access to the object referenced by object.
c. Returns

Returns TRUE if subject was successfully authorized to access object, FALSE otherwise.
d. Errors

TBD

6.2.5.1.2 isAuthorized
a. Syntax

boolean isAuthorized (string subject, string object)

b. Description

Checks if the subject referenced by subject is authorized to access the object referenced by object.
c. Returns

Returns TRUE if subject is authorized to access the referenced object, FALSE otherwise.

d. Errors

TBD

6.2.5.2 Optional

6.2.5.2.1 assertAuthorizedForData
a.
Syntax
boolean assertAuthorizedForData (string subject, string dataKey)
b.
Description
Grants the subject referenced by subject access to the data referenced by dataKey.
c.
Returns
Returns TRUE if the subject was successfully authorized to access the referenced datakey, FALSE otherwise.
d.
Errors
TBD

6.2.5.2.2 isAuthorizedForData

a. Syntax

boolean isAuthorizedForData (string subject, string dataKey)

b. Description

Checks if the subject referenced by subject is authorized to access the data referenced by dataKey.
c. Returns

Returns TRUE if subject is authorized to access the referenced data, FALSE otherwise.
d. Errors

TBD

6.2.5.2.3 assertAuthorizedForFunction

a. Syntax

boolean assertAuthorizedForFunction (string subject, string functionName) 

b. Description

Grants the subject referenced by subject access to the function referenced by functionName.
c. Returns

Returns TRUE if subject was successfully authorized to access the referenced functionName, FALSE otherwise.
d. Errors

TBD

6.2.5.2.4 isAuthorizedForFunction
a. Syntax

boolean isAuthorizedForFunction (string subject, string dataKey)

b. Description

Checks if the subject referenced by subject is authorized to access the data referenced by dataKey.
c. Returns

Returns TRUE if subject is authorized for the dataKey, FALSE otherwise.
d. Errors

TBD

6.2.5.2.5 assertAuthorizedForFile
a. Syntax

boolean assertAuthorizedForFile (string subject, string filePath) 

b. Description

Grants the subject referenced by subject access to the file referenced by filePath.
c. Returns

Returns TRUE if subject was successfully authorized to access the referenced filePath, FALSE otherwise.
d. Errors

TBD
6.2.5.2.6 isAuthorizedForFile
a. Syntax

boolean isAuthorizedForFile (string subject, string filePath)
b. Description

Checks if the subject referenced by subject is authorized to access the file referenced by filePath.
c. Returns

Returns TRUE if subject is able to be authorized for the file, FALSE otherwise.
d. Errors

TBD

6.2.5.2.7 assertAuthorizedForDir
a. Syntax

boolean assertAuthorizedForDir (string subject, string dirPath) 

b. Description

Grants the subject referenced by subject access to the directory referenced by dirPath.
c. Returns

Returns TRUE if the subject was successfully authorized to access the directory, FALSE otherwise.
d. Errors

TBD
6.2.5.2.8 isAuthorizedForDir
a. Syntax

boolean isAuthorizedForDir (string subject, string dirPath)
b. Description

Checks if subject is authorized to access the directory referenced by dirPath.
c. Returns

Returns TRUE if the subject is able to be authorized for the directory, FALSE otherwise.

d. Errors

TBD

6.2.5.2.9 assertAuthorizedForService
a. Syntax

boolean assertAuthorizedForService (string subject, string serviceName) 

b. Description

Grants the subject referenced by subject access to the service referenced by serviceName.
c. Returns

Returns TRUE if the subject was successfully authorized to access the service, FALSE otherwise.
d. Errors

TBD
6.2.5.2.10 isAuthorizedForService
a. Syntax

boolean isAuthorizedForService (string subject, string serviceName)
b. Description

Checks if the subject referenced by subject is authorized to access the service referenced by serviceName.
c. Returns

Returns TRUE if the subject is able to be authorized for the service, FALSE otherwise.
d. Errors

TBD

6.2.5.2.11 assertAuthorizedForURL
a. Syntax

boolean assertAuthorizedForURL (string subject, string url) 

b. Description

Grants the subject referenced by subject access to the referenced URL url.
c. Returns

Returns TRUE if the subject referenced by subject was successfully authorized to access the URL referenced by url, FALSE otherwise.
d. Errors

TBD
6.2.5.2.12 isAuthorizedForURL
a. Syntax

boolean isAuthorizedForUrl (string subject, string url)
b. Description

Checks if the subject referenced by subject is authorized access the URL referenced by url.
c. Returns

Returns TRUE if the subject is able to be authorized for the URL, FALSE otherwise
d. Errors

TBD

Note: The purpose of each of these APIs and their parameters is generally described at:

http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/AccessController.html
6.4   Input Validation

6.4.1 Description
Input validation refers to the process of validating the input to an application before using it. Input validation is absolutely critical to application security, and most application risks involve tainted input to some degree.
6.2.6 Cross Reference

Injection [RST], Cross-site Scripting [XYT], Unquoted Search Path or Element [XZQ], Unrestricted File Upload [CBF], Path Traversal [EWR]
6.2.7 Routines

6.2.7.1 Required
6.2.7.1.1 Commonly used parameters

For the APIs in this section, the following parameters will be used in many of the APIs:
a. string context is a descriptive name of the parameter that is being evaluated;
b. boolean allowNull, if TRUE, then input that is NULL or an empty string will be legal, or if FALSE, then NULL or an empty string will generate an exception/error;
c.  string errorList is a list of all of the errors/reasons that the value was not legal.

6.2.7.1.2 isValidInput

a. Syntax

boolean isValidInput(string context, string input, string type, int maxLength, boolean allowNull, string errorList)

b. Description

Checks if the input referenced by input is valid according to the specified type referenced by type and with the maximum length referenced by maxLength.
c. Returns

Returns TRUE if the input is valid according to the specified type and allowed maximum length, FALSE otherwise.
d. Errors

TBD
6.2.7.1.3 isValidDate

a. Syntax

boolean isValidDate(string context, string input, string dateFormat, boolean allowNull, string errorList)

b. Description

Checks if the input referenced by input is a valid date in the date format referenced by dateFormat.
c. Returns

Returns TRUE if the input is a valid date in the date format, FALSE otherwise.
d. Errors

TBD

6.2.7.1.4 isValidInteger
a. Syntax

boolean isValidInteger(string context, string input, int minValue, int maxValue, boolean allowNull, string errorList)
b. Description

Checks if the input referenced by input is a valid integer between the minimum value minValue and the maximum value maxValue, inclusive.
c. Returns

Returns TRUE if the input is a valid integer between the specified minimum and maximum values inclusive, FALSE otherwise.
d. Errors

TBD

6.2.7.1.5 isValidNumber
a. Syntax

boolean isValidNumber(string context, string input, int minValue, int maxValue, boolean allowNull, string errorList)
b. Description

Checks if the input referenced by input is a valid number between the minimum value minValue and the maximum value maxValue, inclusive.
c. Returns

Returns TRUE if the input is a valid number between the specified minimum and maximum values inclusive, FALSE otherwise.
d. Errors

TBD
6.2.7.1.6 isValidDouble
a. Syntax

boolean isValidDouble(string context, string input, int minValue, int maxValue, boolean allowNull, string errorList)
b. Description

Checks if the input referenced by input is a valid double between the minimum value minValue and the maximum value maxValue, inclusive.
c. Returns

Returns TRUE if the input is a valid double between the specified minimum and maximum values inclusive, FALSE otherwise.
d. Errors

TBD
6.2.7.1.7 isValidDirectoryPath

a. Syntax

boolean isValidDirectoryPath(string context, string input, string parent, boolean allowNull, string errorList)
b. Description

Checks if the input referenced by input is a valid directory path that maps to an existing directory that is an existing subdirectory (at any level) of the specified parent directory referenced by parent.
c. Returns

Returns TRUE if the input is a valid directory path that maps to an existing directory that is an existing subdirectory (at any level) of the specified parent, FALSE otherwise.

d. Errors

TBD
6.2.7.1.8 isValidFileName

a. Syntax

boolean isValidFileName(string context, string input, string fileNameFormat, boolean allowNull, string errorList))

b. Description

Checks if the input referenced by input is a valid file name in the format specified by fileNameFormat.
c. Returns

Returns TRUE if the input is a valid file name in the specified format, FALSE otherwise.
d. Errors

TBD
6.2.7.1.9 safeReadLine
a. Syntax

boolean safeReadLine(string inputStream, int maxLength)
b. Description

Reads from an input stream referenced by inputStream until an end-of-line or the maximum number of characters referenced by maxLength is read.
c. Returns

Returns TRUE if the maximum number of characters from the input stream was able to be read, FALSE otherwise.
d. Errors

TBD
6.2.7.2 Optional


6.2.7.2.1 isValidFileContent
a. Syntax

boolean isValidFileContent(string context, string input, string allowedFIleContent, int maxBytes, boolean allowNull, string errorList)
b. Description

Checks if the input referenced by input has valid file content as referenced by allowedFileContent and does not contain more than maxBytes bytes.

c. Returns

Returns TRUE if the input is valid file content and does not contain more than the maximum allowable bytes, FALSE otherwise.
d. Errors

TBD
6.2.7.2.2 2 isValidFileUpload
a. Syntax

boolean isValidFileUpload(string context, string filepath, string filename, string parent, string allowedFIleContent, int maxBytes, boolean allowNull, string errorList)
b. Description

Checks if a file upload has a valid path referenced by filepath, valid name referenced by filename and valid content referenced by allowedFileContent within the parent directory referenced by directory and does not contain more than maxBytes bytes.

c. Returns

Returns TRUE if a file upload has a valid path, filename and content within the parent directory and is not more than the maximum number of bytes, FALSE otherwise.
d. Errors

TBD

6.2.7.2.3 3.
isValidHTTPRequestParameterSet
a. Syntax

boolean isValidHTTPRequestParameterSet(string context, string request, boolean allowNull, string errorList)
b. Description

Checks if the parameters in the current request referenced by request contains all of the required parameters along with possibly some optional parameters needed for a valid HTTP request.
c. Returns

Returns TRUE if the parameters in the current request contains all required parameters along with possibly some optional parameters, FALSE otherwise.
d. Errors

TBD
6.2.7.2.4 5.
isValidPrintable
a. Syntax

boolean isValidPrintable(string input, int maxLength, boolean allowNull, string errorList)
b. Description

Checks if the input referenced by input contains only valid printable ASCII characters (32-126) and is not more than the maximum length maxlength.
c. Returns

Returns TRUE if the input contains only valid printable ASCII characters (32-126) and is not more than the maximum length, FALSE otherwise.
d. Errors

TBD
6.2.7.2.5 6.
isValidSafeHTML
a. Syntax

boolean isValidSafeHTML(string input, int maxLength, boolean allowNull, string errorList)
b. Description

Checks if the input referenced by input is safe HTML and not more than the maximum length maxLength.
c. Returns

Returns TRUE if the input is safe HTML and is not more than the maximum length, FALSE otherwise.
d. Errors

TBD
Note: Canonicalization should be performed before input validation.

Note: The purpose of each of these APIs and their parameters is generally described at: http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Validator.html
6.5  Encoding

6.5.1 Description
Encoding involves translating special characters into some equivalent that is no longer significant in the target interpreter.  There are various APIs for different destinations, but one reliably secure way is to whitelist acceptable characters and encode those that don’t pass muster.

6.2.8 Cross Reference

Resource Names [HTS]

6.2.9 Routines

6.2.9.1 Required

6.2.9.1.1 1.
canonicalize
a. Syntax

string canonicalize (string input)
b. Description

Canonicalizes a possibly encoded string input referenced by input down to its simplest form.
c. Returns

Returns a canonicalized string.
d. Errors

TBD
6.2.9.1.2 2.
encode
a. Syntax

string encode (string codec, string data)
b. Description

Encodes the data referenced by data using the encoding scheme referenced by codec.
c. Returns

Returns a string containing the encoded data.
d. Errors

TBD
6.2.9.1.3 3.
decode
a. Syntax

string decode (string codec, string data)
b. Description

Decode the data referenced by data that was encoded using the encoding scheme codec.
c. Returns

Returns decoded data.
d. Errors

TBD
6.2.9.2 Optional


6.2.9.2.1 encodeForBase64
a. Syntax

string encodeForBase64 (string input)
b. Description

Encode the input referenced by input for Base64.
c. Returns

Returns the input encoded for Base64.
d. Errors

TBD
6.2.9.2.2 decodeFromBase64
a. Syntax

string decodeFromBase64 (string input)
b. Description

Decode the input referenced by input from Base64.
c. Returns

Returns the decoded input.
d. Errors

TBD
6.2.9.2.3 encodeForURL
a. Syntax

string encodeForURL (string input)
b. Description

Encode the input referenced by input for use in a URL.
c. Returns

Returns the encoded input.
d. Errors

TBD
6.2.9.2.4 decodeFromURL

a. Syntax

string decodeFromURL (string input)
b. Description

Decode the input referenced by input from URL format.
c. Returns

Returns the decoded input.
d. Errors

TBD
6.2.9.2.5 encodeForHTML

a. Syntax

string encodeForHTML (string input)
b. Description

Encode the input referenced by input for use in HTML using HTML entity encoding.
c. Returns

Returns input as an encoded string.
d. Errors

TBD
6.2.9.2.6 decodeFromHTML

a. Syntax

string decodeFromHTML (string input)
b. Description

Decode the input referenced by input from HTML entity encoding.
c. Returns

Returns input as a decoded string

d. Errors

TBD
6.2.9.2.7 encodeForHTMLAttribute

a. Syntax

string encodeForHTMLAttribute(string input)
b. Description

Encode the input referenced by input for HTML attributes.
c. Returns

Returns the input encoded for HTML attributes.
d. Errors

TBD
6.2.9.2.8 encodeForCSS

a. Syntax

string encodeForCSS (string input)

b. Description

Encode the input referenced by input for use in Cascading Style Sheets (CSS) content.
c. Returns

Returns the input encoded for CSS.
d. Errors

TBD
6.2.9.2.9 encodeForDN
a. Syntax

string encodeForDN (string input)
b. Description

Encode the input referenced by input for use in an LDAP distinguished name.
c. Returns

Returns the input encoded for an LDAP distinguished name.
d. Errors

TBD
6.2.9.2.10 encodeForLDAP

a. Syntax

string encodeForLDAP (string input)
b. Description

Encode the input referenced by input for use in LDAP queries.
c. Returns

Returns input encoded for LDAP queries.
d. Errors

TBD
6.2.9.2.11 encodeForOS

a. Syntax

string encodeForOS(string codec, string input)
b. Description

Encode the input referenced by input for an operating system command shell according to the selected codec referenced by codec (appropriate codecs include the WindowsCodec and UnixCodec).
c. Returns

Returns input encoded as an operating system command.
d. Errors

TBD
6.2.9.2.12 encodeForSQL
a. Syntax

string encodeForSQL (string input)
b. Description

Encode the input referenced by input for use in an SQL query, according to the selected codec referenced by codec (appropriate codecs include the MySQLCodec and OracleCodec).
c. Returns

Returns the input encoded as an SQL query.
d. Errors

TBD
6.2.9.2.13 encodeForVBScript

a. Syntax

string encodeForVBScript (string input)
b. Description

Encode the input referenced by input for insertion inside a data value in a Visual Basic script.
c. Returns

Returns the input encoded as a Visual Basic script.
d. Errors

TBD
6.2.9.2.14 encodeForXML

a. Syntax

string encodeForXML (string input)
b. Description

Encode the input referenced by input for use in an XML element.
c. Returns

Returns the input encoded for XML.
d. Errors

TBD
6.2.9.2.15 encodeForXMLAttribute

a. Syntax

string encodeForXMLAttribute (string input)
b. Description

Encode the input referenced by input for use in an XML attribute.
c. Returns

Returns the input encoded for an XML attribute.
d. Errors

TBD
6.2.9.2.16 encodeForXPath

a. Syntax

string encodeForXPath (string input)
b. Description

Encode the input referenced by input for use in an XPath query.
c. Returns

Returns the input encoded for an XPATH query.
d. Errors

TBD
Note: The purpose of each of these APIs and their parameters is generally described at:

http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Encoder.html
6.6  Data Protection (e.g. encryption and its supporting components/uses)
6.6.1 Description

Data protection involves operations to protect sensitive data, both at rest and in transit.  For example, a strong salt and hashing algorithm should be used to protect stored passwords.  A seal that protects encrypted data from tampering and includes an expiration timestamp should also be used for encrypted data.

6.2.10 Cross Reference

Missing Required Cryptographic Step [XZS], Insufficiently Protected Credentials [XYM], Improperly Verified Signature [XZR]
6.2.11 Routines

6.2.11.1 Required

6.2.11.1.1 hash
a. Syntax

long hash(string plaintext, string salt, int iterations)
b. Description

Returns a hash of the provided plaintext referenced by plaintext and the salt referenced by salt.
c. Returns

Returns a hash of the plaintext.
d. Errors

TBD
6.2.11.1.2 encrypt
a. Syntax

string encrypt(string key, string plaintext)

b. Description

Encrypts the provided plaintext referenced by plaintext using the key referenced by key and returns a ciphertext string.
c. Returns

Returns a string containing the ciphertext.
d. Errors

TBD
6.2.11.1.3 decrypt
a. Syntax

string decrypt(string key, string ciphertext)

b. Description

Decrypts the provided ciphertext string referenced by ciphertext (encrypted with the encrypt routine) using the key referenced by key and returns a plaintext string.
c. Returns

Returns a string containing the plaintext.
d. Errors

TBD
6.2.11.1.4 getRandomString 
a. Syntax

string getRandomString(int length, string characterSet)

b. Description

Returns a random string of a desired length length using the character set referenced by characterSet.
c. Returns

Returns a random string of length composed of characters from the given character set.
d. Errors

TBD
6.2.11.1.5 3.
getRandomBoolean
a. Syntax

boolean getRandomBoolean()

b. Description

Computes and returns a random Boolean value.
c. Returns

Returns a random Boolean.
d. Errors

TBD
6.2.11.1.6 getRandomBytes
a. Syntax

string getRandomBytes(int num)
b. Description

Computes and returns a specified number num of random bytes.
c. Returns

Returns the specified number of random bytes.
d. Errors

TBD
6.2.11.1.7 getRandomInteger
a. Syntax

int getRandomInteger()
b. Description

Computes and returns a random integer.
c. Returns

Returns a random integer value.
d. Errors

TBD
6.2.11.1.8 getRandomFloat
a. Syntax

float getRandomFloat()

b. Description

Computes and returns a random floating point number.
c. Returns

Returns a random floating point number.
d. Errors

TBD
6.2.11.1.9 getRandomFilename
a. Syntax

string getRandomFilename(string extension)

b. Description

Computes and returns a random filename with the specified extension referenced by extension.
c. Returns

Returns a random filename with the specified extension.
d. Errors

TBD
6.2.11.1.10 clear

a. Syntax

void clear(long memoryAddress,int size)
b. Description

Sets size size bytes to NULL starting from the memory address referenced by memoryAddress.
c. Returns

None

d. Errors

TBD
6.2.11.2 Optional


6.2.11.2.1 sign

a. Syntax

string sign(string data)

b. Description

Creates a digital signature for the provided data referenced by data and returns the digital signature as a string.
c. Returns

Returns a digital signature.
d. Errors

TBD
6.2.11.2.2 verifySignature

a. Syntax

boolean verifySignature(string signature, string data)

b. Description

Verifies the digital signature referenced by signature (created with the sign routine) for the data referenced by data and returns a boolean result as to whether the signature could be verified.
c. Returns

Returns TRUE if the signature was verified, FALSE otherwise.
d. Errors

TBD
6.2.11.2.3 seal

a. Syntax

string seal(string data, string expiration)

b. Description

Creates a seal that binds a set of data referenced by data and includes an expiration timestamp referenced by expiration.
c. Returns

Returns a seal.
d. Errors

TBD
6.2.11.2.4 unseal

e. Syntax

string unseal(string seal)

f. Description

Unseals data referenced by seal (created using seal()) and reveals any of the various problems that could exist with a seal, such as an invalid seal format, expired timestamp, or decryption error.
g. Returns

Returns any of the various problems that could exist with a seal, such as an invalid seal format, expired timestamp, or decryption error.

h. Errors

TBD
6.2.11.2.5 verifySeal

e. Syntax

boolean verifySeal(string seal)

f. Description

Verifies a seal referenced by seal (created with using seal()) and returns TRUE or FALSE, indicating whether or not the seal is valid.
g. Returns

Returns TRUE if the seal is valid, FALSE otherwise.
h. Errors

TBD
6.2.11.2.6 getRandomGUID

a. Syntax

string getRandomGuid()
b. Description

Generates a random GUID according to RFC 4122 V4.
c. Returns

Returns a 32 character hexadecimal string.
d. Errors

TBD
6.2.11.2.7 getRandomChoice

a. Syntax

char getRandomChoice(string seq)
b. Description

Selects a random element from the sequence referenced by seq.
c. Returns

Returns a random element from the sequence.
d. Errors

TBD
Note: The purpose of each of these APIs and their parameters is generally described at:

http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Encryptor.html
6.7  Error Handling

6.7.1 Description
Error handling refers to the mechanisms designed to handle the occurrence of exceptions and other special conditions that change the normal flow of program execution.
6.2.12 Cross Reference
None

6.2.13 Routines

6.2.13.1 Required

None
6.2.13.2 Optional


6.2.13.2.1 accessControlException

a. Syntax

void accessControlException ()

b. Description

Exception raised when a user attempts to access a resource for which they are not authorized.
c. Returns

None

d. Errors

TBD
6.2.13.2.2 AuthenticationException

a. Syntax

void authenticationException ()
b. Description

Exception raised when there is a failure condition during login or logout.
c. Returns

None

d. Errors

TBD
6.2.13.2.3 authenticationHostException

a. Syntax

void authenticationHostException ()
b. Description

Exception raised when there is a problem with the host involved with authentication, particularly if the host changes unexpectedly.
c. Returns

None

d. Errors

TBD
6.2.13.2.4 availabilityException

a. Syntax

void availabilityException ()

b. Description

Exception raised when the availability of a limited resource is in jeopardy.
c. Returns

None

d. Errors

TBD
6.2.13.2.5 certificateException

a. Syntax

void certificateException ()

b. Description

Exception raised for any problems that arise during processing of digital certificates.
c. Returns

None

d. Errors

TBD
6.2.13.2.6 encodingException

a. Syntax

void encodingException ()

b. Description

Exception raised for any problems that occur when encoding or decoding data.
c. Returns

None

d. Errors

TBD
6.2.13.2.7 EncryptionException

a. Syntax

void encryptionException ()

b. Description

Exception raised for any problems related to encryption, hashing, or digital signatures.
c. Returns

None

d. Errors

TBD
6.2.13.2.8 executorException
e. Syntax

void executorException ()

f. Description

Exception raised for any problems that arise during the execution of a system executable.
g. Returns

None

h. Errors

TBD
6.2.13.2.9 integrityException

a. Syntax

void integrityException ()

b. Description

Exception raised when an integrity problem is detected in a piece of data.
c. Returns

None

d. Errors

TBD
6.2.13.2.10 intrusionException

a. Syntax

void intrusionException ()

b. Description

Exception raised when an error condition arises that is likely to be the result of an attack in progress.
c. Returns

None

d. Errors

TBD
6.2.13.2.11 validationException

a. Syntax

void validationException ()

b. Description

Exception raised to indicate that the data provided by the user or from some other external source does not match the validation rules that have been specified for that data.
c. Returns

None

d. Errors

TBD
6.2.13.2.12 validationUploadException

a. Syntax

void validationUploadException ()

b. Description

Exception raised when the content of a file being uploaded is invalid.
c. Returns

None

d. Errors

TBD
Note: The purpose of each of these APIs is generally described at:

http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/errors/EnterpriseSecurityException.html
6.8  Logging

6.8.1 Description
Logging defines a set of APIs that can be used to log security events. It supports a hierarchy of logging levels which can be configured at runtime to determine the severity of events that are logged and those below the current logging threshold that are discarded. Implementers should use a well established logging library as it is quite difficult to create a high-performance logger.
The logging may have more than one level of severity.  The actual number is configurable and could even be dynamically changed if conditions warrant such an implementation.  As an example of a multi-level scheme, the following logging levels (in descending order) could be used:
fatal (highest value)

error 

warning 

info 

debug 

trace (lowest value)
6.2.14 Cross Reference
None

6.2.15 Routines

6.2.15.1 Required

6.2.15.1.1 defineSeverityLevels
a. Syntax

boolean defineSeverityLevels (string levelList)
b. Description

Defines a set of severity levels referenced by levelList for logging error conditions.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.1.2 log
a. Syntax

boolean log (int severityLevel, string message)
b. Description

Log a message referenced by message at the severity level referenced by severityLevel.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2 Optional


6.2.15.2.1 setLevel

a. Syntax

boolean setLevel(int level)

b. Description

Dynamically set the logging severity level referenced by level.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.2 fatal

a. Syntax

boolean fatal(string eventType, string message)

b. Description

Log a fatal level security message referenced by message of an event type referenced by eventType if 'fatal' level logging is enabled and also record the stack trace associated with the event.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.3 isFatalEnabled

a. Syntax

boolean isFatalEnabled()

b. Description

Allows the caller to determine if messages logged at the fatal level will be discarded, to avoid performing expensive processing.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.4 error

a. Syntax

boolean error(string eventType, string message)

b. Description

Log an error level security message referenced by message of an event type referenced by eventType if 'error' level logging is enabled and also record the stack trace associated with the event.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.5 isErrorEnabled

a. Syntax

boolean isErrorEnabled()

b. Description

Allows the caller to determine if messages logged at the error level will be discarded, to avoid performing expensive processing.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.6 warning

a. Syntax

boolean warning(string eventType, string message)

b. Description

Log a warning level security message referenced by message of an event type referenced by eventType if 'warning' level logging is enabled and also record the stack trace associated with the event.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.7 isWarningEnabled

a. Syntax

boolean isWarningEnabled()

b. Description

Allows the caller to determine if messages logged at the warning level will be discarded, to avoid performing expensive processing.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.8 info

a. Syntax

boolean info(string eventType, string message)

b. Description

Log an info level security message referenced by message of an event type referenced by eventType if 'info' level logging is enabled and also record the stack trace associated with the event

c. Returns

Returns TRUE if successful, FALSE otherwise

d. Errors

TBD
6.2.15.2.9 isInfoEnabled

a. Syntax

boolean isInfoEnabled()

b. Description

Allows the caller to determine if messages logged at the info level will be discarded, to avoid performing expensive processing.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.10 debug

a. Syntax

boolean debug(string eventType, string message)

b. Description

Log a debug level security message referenced by message of an event type referenced by eventType if 'debug' level logging is enabled and also record the stack trace associated with the event.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.11 isDebugEnabled

a. Syntax

boolean isDebugEnabled()

b. Description

Allows the caller to determine if messages logged at the debug level will be discarded, to avoid performing expensive processing.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.12 trace

a. Syntax

boolean trace(string eventType, string message)

b. Description

Log a trace level security message referenced by message of an event type referenced by eventType if 'trace' level logging is enabled and also record the stack trace associated with the event.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
6.2.15.2.13 isTraceEnabled

a. Syntax

boolean isTraceEnabled()

b. Description

Allows the caller to determine if messages logged at the trace level will be discarded, to avoid performing expensive processing.
c. Returns

Returns TRUE if successful, FALSE otherwise.
d. Errors

TBD
Note: The purpose of each of these APIs and their parameters is generally described at:

http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Logger.html
1. Anti-automation

2. Transport security

3. Intrusion detection

4. Managed security configuration/policy
6.9 Anti-automation

6.9.1 Description
6.9.2 Cross Reference

6.9.3 Routines

6.9.3.1 Required

None

6.9.3.2 Optional

6.10 Transport Security

6.10.1  Description
6.10.2  Cross Reference

6.10.3  Routines

6.10.3.1 Required

None

6.10.3.2 Optional

6.11 Intrusion Detection

6.11.1  Description
6.11.2  Cross Reference

6.11.3  Routines

6.11.3.1 Required

None

6.11.3.2 Optional

6.12 Managed Security Configuration/Policy

6.12.1  Description
6.12.2  Cross Reference

6.12.3  Routines

6.12.3.1 Required

None

6.12.3.2 Optional

6.13 Annotation support

6.13.1  Description
Source code annotations allow for the annotation of code functionality such as assumptions a function makes about its parameters and guarantees it makes upon finishing.  Microsoft has created a Source-code Annotation Language (SAL) notation that would serve as a good starting point for code annotations.  Documentation and further description of Microsoft’s SAL is available at:

http://msdn.microsoft.com/en-us/library/ms235402(v=VS.100).aspx
6.2.16 Cross Reference

None

6.2.17 Routines

6.2.17.1 Required

None

6.2.17.2 Optional

6.2.17.2.1 Buffer annotations such as  the Parameters layer, Return Value layer, etc.
6.2.17.2.2 _Check_return_  -- indicates that the return value must not be ignored by callers of this function.
6.2.17.2.3 _Success_ (expr) – expr indicates whether function f succeeded or not, that is, whether the function’s guarantees as specified by other annotations must hold.
(these and other annotations are specified at:

http://msdn.microsoft.com/en-us/library/ms235402(v=VS.100).aspx)
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