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	CA-1


	
	
	Ge

 
	While we appreciate the work that SC 22/WG 23 has gone to to develop language-specific Annexes for the document, we believe that the document is incomplete without annexes for the major languages, such as C++, COBOL, Fortran, Java and PHP
	Add Annexes for the suggested languages. Retard the publication schedule of the TR, or publish a 3rd edition as soon as these annexes become available. Explicitly, add the annex for PHP which has been submitted and reviewed by WG 23.
	Accept. PHP is already added. Third edition is planned once we get appropriate progress made. We cannot guarantee which annexes may be added at this point in time.

	CA-2
	6.39
	
	Te
	Section 6.39 (REU) is inconsistent, and the annexes C.39, D.39, etc are inconsistent with 6.39. The writeup now focusses almost exclusively on how designers and coders use termination and design termination strategy, not how a language and runtime influence termination strategy.
	Abnormal termination is a significant vulnerability, but some significant redesign will be needed for this section in the programming-language aspects. We recommend for now that this vulnerability be placed in section 7 and the equivalent language-specific annexe portions be removed, with a plan to rework the language/ runtime environment for the next revision.
	Reject the comment. Agree that identified issues in C.39 and G.39 are valid and will be carried forward into next revision. 

	CA-3
	D.3.2
	
	Te
	The section has ignored the statements in the main section (6.3.5) that provide excellent guidance on mitigating problems, including the use of analysis tools.
	Place the following text before the bullets of D.3.2 as a bullet:    
 - follow the advice provided by 6.3.5


	Accept 

	CA-4
	D.15.2
	
	Te
	The section has ignored the statements in the main section (6.15.5) that provide excellent guidance on mitigating problems, including the use of analysis tools.
	Place the following text before the bullets of D.3.2 as a bullet:                    

- follow the advice provided by 6.15.5
	Accept  - in D.15.2

	CA-5
	D.12.2
	
	Te
	The section has ignored the statements in the main section (6.12.5) that provide excellent guidance on mitigating problems,especially the use of analysis tools.
	Place the following text before the bullets of D.3.2 as a bullet:                

· follow the advice provided by 6.12.5 bullet 2 and bullet 3.

·  or replicate the bullet from D.8.2


	Place the following text before the bullets of D.12.2 as a bullet:                    

- follow the advice provided by 6.12.5

	CA-6
	D.11.2
	
	Te
	This section ignores the bounds-checking library that was created for C to address memory copy errors


	Add the following bullet to D.11.2:           

Use the library functions

memcpy_s, 

memmove_s, 

memset_s, 

strrncpy_s, 

... 

to ensure that buffer bounds are not exceeded during buffer write operations.    Alternatively, replicate guidance from D.8.2 but add memcpy and memmove functions as well. 
	Accept

	CA-7
	D.9.2
	
	Te
	This section misses the bounds-checking library for strncpy and strnmove
	Add 

   strncpy_s and 

   strnmove_s 

to the list of recommended functions. In fact, make these 2 preferential to strncpy and strnmove.                                                    Alternatively, replicate guidance from D.8.2
	Accept, addition of strncpy_s and strnmove_s. Ignore the “alternatively”

	CA-8
	D.6.2
	
	Te
	The writeup is missing consideration of the use of static analysis tools


	Add a bullet that says:

     Follow the recommendation of 6.6.5 to use static analysis tools.
	Accept as “Follow the guidance of 6.6.5” - no explicit mention of SCA tools.

	CA-9
	D.6.2
	
	Te
	The writeup is missing consideration of other enum issues relating to iteration over enums that repeat or that have gaps.
	Add a bullet that says:

-Avoid using loops that iterate over an enum that has representation specified for the enums, unless it can be guaranteed that there are no gaps or repetition of representation values within the enum definition.
	Accept.

	CA-10
	6.18
	
	Te
	None of the languages that currently have an annex admit to having a sign extension error problem. This means that either the vulnerability does not exist as written, or thee Annex authors do not understand the problem.
	Remove the vulnerability [XZI] or modify it to be meaningful. If this vulnerability is removed, address the issue by adding to 6.7.3 [FLC], new paragraph between 1 and 2: as follows:

When the conversion results in no change in representation but a change in value for the new  type, this may result in a value that is not expressible in the new type, or that has a dramatically different order or meaning. One such situation is the change of sign between the origin and destination (negative -> positive or positive -> negative), which changes the relative order of members of the two types and could result in memory access failures if the values are used in address calculations.       

Make corresponding corrections to the annexes.


	Accept in principle. Decide not to remove [XZI] at this point in time – in fact UK objects on the basis that some languages do have this issue. 

The addition of the proposed paragraph for 6.7.3 [FLC] is accepted.

We note that we do believe that annexes need to be changed to reflect this addition.

We will examine this issue in the next revision cycle.
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